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2.5.4 stages™ Release Notes

Action Plans

Day/Time Action Step (Type ‘T’)

A new Action Type of ‘T’
] . description |Check Day/Time
(Date/Time) checks the site for dispatch instruction A
Hours, Temporary Notes, and
Holidays in effect. The Action acion type [ [¥] Date/Time
action sub-type (W [&] Weekly Recurring
Type of ‘H’ (Hours) has been voice file name
X . . variation level
discontinued and rolled into the required with parent I
jump to label
‘T’ action type. Action Plans will sitelsite group
. hours type
be updated to reflect this change
during the upgrade process.
H Holiday
M Motes
The ‘T’ Action Type includes an Action Sub-Type of action type |W (=l RegTE
action sub-type |W Weekly Recurring
Holiday (H), Notes (N), and Weekly Recurring (W).
Site/SiteGroup Rule Order
Site
. . . Franchise
All sub-types include a Site/Site Group dropdown to
actior| Dealer
select the Site, specific Site Group Type, or Site/Site action sut| DOCtOr o
R T Home Owners Association
Group hierarchy to find the appropriate piece of data. variation| 1 2SP it
) ) Installing company
required with p| o4 Super Subscriber
Um0y certificated
Holiday (H) will determine if the Site is currently sitelsite group

observing a holiday. No further setup is required for a Holiday sub-type. Options for children

steps include ‘On Holiday’ and ‘Not On Holiday’.

Notes (N) will determine if there is an active Site Note on the Site/Group. The Note type is

selected in the setup. Note Types are set up in Setup | stages™ Setup | Note Type window and

must be marked for use in an Action Plan. Options for the children steps include ‘No’ and ‘Yes'.

Weekly Recurring (W) will determine if the account is within the established hours of the

Site/Group. The Hours type is selected in the setup. Options for the children steps include

‘Within Specified Hours’, ‘Outside of Specified Hours’, ‘No Specified Hours’, and ‘All Else’.

This sub-type replaces the ‘H’ Action Type.
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Site Level Action Plan Usage

Site Groups can be searched to find Sites that have an Action Plan Rule on the site level in Data |
Site/Device | Site Level Action Plan Usage. Both Site Action Plan Rules and Action Plans
assigned in Device Configuration are returned and either ‘Rule’ or ‘Config’ displays in the Usage

column.

“Site Level Action Plan Usage

site group [1 2123 Alarm Co

action plan (1287 ~JResidential Fire IT V2 normal

4] Chone Figgins Residence 1287 Burg Demo (Resi) 11 Config R32-4123
4] Chone Figgins Residence 1287 Burg Demo (Resi) 6 Config R32-4123
4] Floyd's Unreal Residence 1287 Burg Demo (Resi) 5 Config f1234

4] Floyd's Unreal Residence 1287 Burg Demo (Resi) 6 Config f1234

4] Lot of Zones 1287 Burg Demo (Resi) 11 Config LotofZones
4] Lot of Zones 1287 Burg Demo (Resi) 6 Config LotofZones
4] Lot of Zones 1287 Burg Demo (Resi) 6 Config ManyZones
4] ruby 4123 1287 Burg Demo (Resi) 11 Config bwttest

4] ruby 4123 1287 Burg Demo (Resi) 6 Config bwttest

4] ruby 4123 1287 Burg Demo (Resi) 11 Config bwtest2
4] ruby 4123 1287 Burg Demo (Resi) 6 Config bwtest2
4] Smith Residence 1287 Burg Demo (Resi) Burglary Rule d99-8888, d99-9999

An action plan can be selected to narrow the search.

Sites in the results can be opened for Data Entry.
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Notifications
Email From Name
Everywhere in stages where an email is set up to be sent out, the option to enter an ‘Email From

Name’ has been added. Ex. Auto Process, Report Distribution, Email Report... etc.

Email and SMS
Auto Process Action of “Email+SMS” has been added to consolidate Auto Processes. The same
Auto Process can be used to send either an email or sms out to all the site/site group contacts.

Separate fields are editable for the Email Subject/Body and the SMS Message.

subject [SiteMame]

000Y |Ewent: [EventCode] - [EventDescription]
SignalCode: [SignalCode] - [SignalCodeDescription]
Area: [Area] - [AreaDescription]
Point: [Point] - [PointDescription]
User: [UserName ]

SMs Mes53a0e |ae [SiteName], a [EventDescription] has been received.
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HTML Emails
Emails can be set up with an HTML Email Format to configure and brand the outbound

communications.

HTML Email Formats are created in Setup | Alarm Processing Setup | Email HTML Format. A full
HTML page can be entered in the Template. The Templates use the same variables as Email

Templates. When the Template is saved, it is rendered in the View tab.

xperienced peaple. innmvative solutions.

on Bryan
ftml <1 DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" Dear Valued Customer,

bRkt ab s i s s We have received a [EventCode] st your location at [SiteAddress] at [EventDateTime].
[AlarmDetailsHTML]
<head>
<meta content="text/html; charset=utf-8" hrtp-equiv="Contenc-Type" /> 1If you would like to, please call us back at 1-800-123-4567 and we'l help you right avay.
<titlesUntitled 1</title>
<style cype=rtexc/css"> A
.AlarmDetails{font-family:Georgia; min-width:initial;} .Column2{display:none;} Your friendly SG5 team
body{width: 90%; margin:0 auto;} Secure Global Sofuions | Fvima,
</style>

</head>
<body>

<div style="background-color:#ddd;">

<span style="float:right; font-weight:bold; font-style:italic;">experienced
people. innovative solutions.</span>

<img style="" src="https://www.secglobe.net/images/SGS/Log64x64.png"/>
</div>

<div style="border:solid 3px #005491; padding:10px; font-family:Tahoma;">
Dear Valued Customer,<br /><br />

A special Alarm Details variable, [AlarmDetailsHTML], has been added to use in the HTML format

and can be targeted by HTML/CSS styling.

Default Styles for the Alarm Details table:

<style type="text/css">

.AlarmDetails{min-width:600px;}

.AlarmDetails td,.AlarmDetails th{font-family:courier new; font-size:11pt;}
.AlarmDetails th{font-weight:normal; text-decoration:underline; text-
align:left;}

</style>

Additional classes that can be targeted:

.Column1 = Date

.Column2 = Event

.Column3 = Event Description
.Column4 = Comment
.Column5 = Phone

-Columné = Call Disposition
.Column7 = Point

-Column8 = Point Description
.Column9 = User

For example, .Columé{display:none;} removes Call Dispositions from the results.

On the Auto Process, instead of entering an email body, enter an HTML email format.
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Chat Room
SGS is introducing a Chat Program with Alarm Notification, Alarm Cancel, and Dispatch

Request capabilities. For more information, contact SGS.

Auto Process Action of ‘Chat’ has been added to initiate a chat session. Chat auto
processes can send out Emails and SMS. Options for allowing Dispatch Request, Cancel

Requests, and Requiring a Code Word to Cancel are entered on the Auto Process.

An option to update the Chat Session has been added to Operator Actions and Event

Codes.

While active, a log of the Chat Room is available in the Alarm Dispatch

Window. The log is stored and always available in the Alarm History window.

A Site Group Chat can be created for the Site Group Contacts using the External
Application in Utilities | Create Chat Room. A new Permission for this has been created

as ‘Site Group Chat’.
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Variables
In some areas like Auto Process setup, the Variable List has been removed from the

main window and can be opened by function. -

Additionally, Variables that have Sub-types like [SiteGroupName:] have one entry in the
list. Selecting the row expands to the list on the right with all the Sub-types

4/7 (1x 24hr pel
Email Notifica)

PointDescription] Point Description Franchise - Site Group Alias

£ [signalCode] Signal Code [SiteGroupAlias:Dealer] Dealer - Site Group Alias
£ [SignalCodeDescription] Signal Code Description [SiteGroupAlias:Dr] Doctor - Site Group Alias
O [signalCodelnstructions] Signal Code Instructions [SiteGroupAlias:HA] Home Owners Association - Site (
£ [SiteAddress] Site Address [SiteGroupAlias:Hosp] Hospital - Site Group Alias
O [siteAddress2] Site Address2 [SiteGroupAlias:Inst] Installing company - Site Group A
Dealer B [SiteAddressFormatted] Site Address Formatted [SiteGroupAlias:Master] MasterSite - Site Group Alias
up Contacts O [siteCity] Site City [SiteGroupAlias:SuperSub] G4 Super Subscriber - Site Group
B [LockBoxCode] Site Lock Box Code [SiteGroupAlias:UL] UL Certificated - Site Group Alias
O [LockBoxLocation] Site Lock Box Location

O [SiteGroupAlias: <SiteGroupType>] =**Highlight row to expand variable™==
O [SiteGroupLogo: <SiteGroupType>] ===Highlight row to expand variable=**
O [SiteGroupName: <SiteGroupType>] =**Highlight row to expand variable™==

=] O [CallbackPhone: <SiteGroupType>] ==*Highlight row to expand variable=*=
HREED B [SiteGroupAgencyLicense: <SGType:***Highlight row to expand variable**=
| O [SiteName] Site Name
n] Alarm Receivd
B [sitePhone] Site Phone
been receivel o oo T
B [SiteState] ite State
3teName] O [SiteType] Site Type
[Siteaddres| O [Sitezip] Site Zip
SiteFnone] £ [SiteID1] Site ID 1
| enaicodey (2] £ [SitelD2] Site ID 2
Variable List|c] £ [Subdivision] Subdivision
_J £ [UDFDevice: <UDFCode>] *==Highlight row to expand variable===
i) O [UDFSite: <UDFCode>] ===Highlight row to expand variable==*
£ [UDFSiteGroup: <SiteGroupType=>: <l *=*Highlight row to expand variable*=*
O [UserName] User Name
B [Xmit] Xmit#
O [TestResults] Test Results v |« »

A new Variable [OpActCommentAll] will concatenate comments on Operator Actions for
the entire Alarm. Operator Actions must be marked as ‘Operator Action Comment All’
to be included.

Logo Variables has been added to embed a Central Station or Site Group Logo into a
template. [CentralStationLogo] is administered in stages™ Options.
[SiteGrouplLogo:<SiteGroupType>] is administered on the Site Group Setup. Using these

Variable changes the Email format to HTML.
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Dispatch

dataloc™ changes
dataLoc™ returns information on individual Agencies as well as the PSAP.

In Site Data Entry, dataLoc™ information has been moved to below the agency

information.

Police  949.534.2222 Verify with 2 contacts before dis| !
Fire 949.724.7200 Dispatch, then call premise
Medical 714.633.4225

[ ®)1% £ Civic Center

® O Irvine Fire Department
B O Anaheim Hills EMS

~ [ Pemmits

psap Orange County Sheriff's Office 714.288.6740

police
fire Orange County Fire Dispatch
medical Orange County Fire Dispatch
updated 03/23/15 16:00:55

During Dispatch, the dataLoc™ PSAP and individual agencies are located in the dataLoc™

714.538.3501
714.538.3501

tab. The phone numbers can be clicked on to place a phone call.

Manual Dial | Dataloc™

Dispatch Action Wizard | Call List

—
)

psap name Orange County Sheriff's Office 714.288.6740

police
fire Orange County Fire Dispatch
medical Orange County Fire Dispatch

date 03/23/15 16:00:55

714.538.3501
714.538.3501

For GPS accounts, the Agencies/Phone Numbers are found at the beginning of the

alarm. If needed, dataLoc™ can be checked again when a new location is reported

within the same alarm.

Manual Dial | GPS Dataloc™ | |

Dispatch Action Wizan Call List

949-724-7200

psap name Irvine Police Department

police
fire Orange County Fire Dispatch 714-538-3501

medical Orange County Fire Dispatch 714-538-3501
date 03/23/15 16:12:42
)
Get Agencies from DatalLoc™ Service based on
current location.
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Partial Authority

When Contacts are assigned to & Detail

order# |10
only have authority over specific name: first middle _last ftle suffix

John Q. Floyd Mr.
devices/areas on the account, the ecv P keys ¥ contactlist member only T

authority |(Custom | | Contact Custom

PINs will be limited to only be valid relation |E @Emoloyee..

contact type B

. contactinfo Hard of hearing. Al
on those devices/areas.
Speak loudly and slowly.

During an a|arm’ PINs WithOUt pin |444444 limited to Xmit#: f1234 Area: 1

effective date B time
Authority for the current Alarm oo date -

notify codes #JNC5-Notify Code 5
conditions will be ordered to the J 2EIvETE

very bottom of the list and display The limitation is displayed in data entry.

as ***Not Authorized*** but can

still be logged. Stages™ will log the operator action ‘VPINNA’ when a not authorized PIN

is matched.

The Confirm window and the Blind PIN Entry will also display ***Not Authorized*** and

a description of where the PIN is limited to.

| Cede word / PIN List [ PIN Entry |

ode Word f PIN 5 PIN Match
name *** Not Authorized *** Mr. John Q. Floyd
| Code wort Name | Code word Que} [~ authority Xmit#: f1234 Area: 1 - Contact Custom
=& 1157 New Contact (Dea TTET
== B act (Dealer) Full Control
=|=| O dealer (Dealer) Full Control
=|=| &
== .dealer (Dealer) What \s.the queFull Control ﬂ K]
=] = O itsme (Dealer) Who is it?
=B 321 === Not Authorize Xmit#: {1234 Arez
=B test |‘=’=’ Not Authorized *** Mr. John Q. FIovdL; f1234 Arez
=/ H 444444 === Not Authorize Xmit#: {1234 Arez
=/ 8 55555 === Not Authorize Xmit#: f1234 Arez

For Action Plans, the Action Outcome of ‘VPINNA’ has been added.
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Request Assistance by Skill Set
Operators have the option to request
help from other operators during
dispatch. This can be done for speaking a
language, knowledge of a specific panel,

etc.

Skills are set up in the Setup | User Setup
| Skill Sets window. Skill Sets are
assigned to operators in the stages™

User setup window.

'@
’C‘
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operator action ReqOpMec
operator action description [Request Operator Medical

accelerator
full clear ™
new priority
delay minutes
delay seconds
alarm disposition
alarm disposition required
close dispatch window ™
stages generated [
external code
ignore repeat trips ™
option
exclude from dial disposition ™
exclude from alarm dispatch ™
alarm category

operator action comment all I~

a8

|

|

assistance request skill set|Medicall Medical Expertise

update chat ™

Operator Actions can be assigned a ‘Request Assistance Skill Set’.

A flashing Siren will display on the Status Bar for all operators with the requested skill

set.

Mone

&) (O

| FollowlUp

(5]

|- 16:09

Pressing the Siren button opens up a list of all the Alarm with Assistance Requested and

the list of logged in operators with the skill set.

&) O Locked by: Weissman, Bryan x507Medical Expertise

help pleasel!

& O Locked by: Weissman, Bryan x507Medical Expertise

Logged In Users wiSkill Set

Medical Expertise Weissman Bruce

Mokl == AL I [V E]

help please!

The operator can open the Alarm Dispatch window and assist or request an alarm

handoff.

10
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Alarm Buffer
The Alarm Buffer list has a new column for Message. Operator Actions such as Premise
Contacted, Police Dispatched, etc. can be set up to display a Message here using the

Option ‘SiteOpAct:[Message]’. The most recent Message will display in the Alarm
Buffer.

Birthday Greeting

For accounts with Patient Information, a Birthday Greeting displays in the status bar on

the patient’s birthday.

\Q Happy Birthday John Floyd _Nune | Floyd's Unreal Residence |= 15:38-PT _f1234 | TT Fail FollowUp |= 15:38

The message can be customized in the language application as a Prompt on the Status

Bar window.

Ignore Repeat

The Ignore Repeat functionality on an Operator Action can continue after the full clear
by option.
SRR Dt —

operator action PCI
operator action description |Partial Clear Ignore Repeats
accelerator
full clear ™
new priority | 100 #|Follow Up
delay minutes
delay seconds
alarm disposition =
alarm disposition required T
close dispatch window T
stages generated
external code
ignore repeattrips I
ignore repeat trips after full clear I
ignore repeat minutes |2
ignore repeat seconds (30

11
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Application Security
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Three features have been added to the system for Application Security, options for Failed

Logins, a Password Recovery feature for the External (Dealer) Application, and Anti-Virus File

Protection.

Failed Login Options

The failed login options are administered by Application in Utilities | stages™ | Application

Options.

auto logoff

auto logoff warning
message client period
message web server period
web server session timeout
web senverto sgl keep alive
web serverto sql timeout
client service timeout

expire session

failed login options

00:
00:
00:
00:
00:
00:
00:
00:
00:

login limit type |Ratelimit
#login attempts allowed |5
login attempt time (seconds) (120
login lock captcha bypass T

Rate Limit

Login Limit Types include Rate Limit, Escalate, Lock, and None

failed login options

mmecurmed sebieme

login limit type |Ratelimit

#login attempts allowed | None

login attempt time (seconds) | RateLimit
login lock captcha bypass Escalate

Lock

¥ Rate Limit
Mone

Rate Limit
Escalate
Lock

RateLimit - After exceeding the # of attempts within the attempt time, additional

attempts will be ignored until the end of the attempt time.

Escalate - Each time the # of attempts is reached within the attempt time, the attempt

time is doubled.

Lock - After exceeding the # of attempts within the attempt time, the user name will be

locked.

12
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Optionally, a Captcha can be presented to the user when the # of attempts is exceeded within

the attempt time. The Login attempts are reset when the user successfully responds to the

Captcha.

Please Log In

IToo many login attempts.

User Name |bmw{

Password

I'm not a robot

==

™

Implementing the Captcha requires additional setup. Please contact SGS NOC to assist.

13
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Password Recovery for External Application

The Password recovery feature allows the External Application Users to reset their passwords

without action by the Central Station. In Utilities | stages™ | Application Options for Application

#2, the password options include Recovery Options.

password options

expire days
min characters

required character types

min categories |2

recovery options

require alpha ¥ require numeric ¥ require special I require uppercase T require lowercase ™

weak password eror message |your password must contalin

number of security questions required (0 to 5) |3
email or sms token required =

letters and numbers.

password recovery &

Recovery Messages

Security Questions are supplied by SGS and administered by the External Application Users (see

below). SGS recommends to Require an Email or SMS token to recover passwords. This will

send an Email/SMS message using the Templates entered in the Recovery Message link to the

External User with a code for them to enter into the password recovery.

Email and Phone Number are tied to the External User (see below) and can be used to identify

the user account.

Please Log In

Account Recovery

User Name|

Password

Change Password

Forgot Password?

Enter User Name, or an email or phone number associated with the account

User Name:

Email

Login

Phone Number.

Recover Account

14
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Account Recovery
Account Recovery

Enterthe code sent to you by Email
Reset password for user- tt

What s the name of the street where you grew up?
Enter new password: ssssss
Verity new passward

‘Whattown was your father bom in?

What town was your mother born in?

Validate

Requires an IIS reset when enabling. Please contact SGS NOC to assist.

The External Application now includes a User Profile window to administer the Email/Phone and

Security Questions for password recovery.

Window | Log out
Profile

! EIFALE =1l 2.<5).Profile
User Profile is Complete
email address |Bruce.weissman@SEcglobe.net
phone number | ‘

Close

answer |F==xx=

question #2 What town was your father born in?
answer |x==xx=x

question #3 What town was your mother born in?
answer [F===== )

When the User Profile is not complete, the window will pop up modally on login. The user can

choose to close the window without completing.

15



%,

‘)Q.V.d‘#

(523
S5

2.5.4 stages™ Release Notes \ﬁ\

@

Anti-Virus File Protection

Stages has added anti-virus scanning for files uploaded, displayed, and stored within the stages
application.

Files will be scanned for viruses when they are uploaded through the application. Files are also
scanned when they are retrieved for display.

The file scan is done by the Rendering Engine running on the IIS Server. The rendering engine
utilizes the “ClamWin Anti-Virus” windows service. The service will typically be running on the
IS server, but can be configured to run on a different server. SGS will install this service on your
servers, or provide installation instructions for your staff. STAGES will no longer allow files to be
uploaded or displayed unless the ClamWin Anti-Virus service is up and running and available to
the STAGES application.

16
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Mobile Apps

New Versions for iPhone and Android app are available.

(minimum iOS version 6.1, minimum Android version 5.0)

New features include

Push Notifications

Memos

Edit functions for Contacts, Phones, Configuration, and Site Notes

Site Changes

(SGS provides a more detailed Update Feature List at request)

Push Notifications are based off of Memos, On Test, In/Out of Service, and Data Changes.

Notification subscriptions are managed in the Site Group External Users, and in the Mobile

Application.

External Users (Bryan Dealer, StagesDealer)

[¢3] External Users

‘ John Floyd fff

|

+

‘

user name [fff
password [®====

user region jus
valid ip
valid ip mask

™ Administrator
I™ External 1
I™ External 2
I~ External 3

User Groups

Permissions

Actual Schedule
Administrator
Alarm Buffer

United States

W =

Delete Contacts
Device Copy

External Application
Global Action Plan
In/Out of Service
Manual Event Entry
Network Navigator
Oon/Off Test

Patient Information

' Memos to Me
¥ Out of Service
F In Service

¥ On Test

I Clear Test

I~ Data Change

™ Memos to my Site Group

PIN/Codewords
PSAP Validation

QA Incidents

QA Report a Problem
QA Site Group Report
Quick On/Off Test
Report Distribution
Resend Email

Save as Spreadsheet

I I T O o T O O o R R I O s O R

Edit ASAP Verified Address

AFAAAMAAAAAAAAAEAAA AR

17
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Additional Features
Stages Language
The stages Language application has been updated to be included in the redundancy so changes
made to the language are replicated across servers. Changes will still require a log out and re
log in to see. Changes can still be made in a test environment and exported to the production
environment. This export replicate across the servers.
The stages Language application is installed through a separate upgrade process than

the monitoring, external and customer applications.

Censored Words
Words can be entered to the Censored Words setup window to exclude them from Code Words,

PINs and Duress Codes. Wildcards, such as ‘%’, can be used to restrict forms of the word.

(Setup | stages™ Setup | Censored Words)

order¥# |33
name: first middle last title suffix
jennifer q floyd

rel
contact 3 Censored Word - Not Allowed
contag
_ox |
pin |dumb
effective date |08/14/09 g time |00:00
expire date & time

notify codes %)

0D HEN«DH®

Contact PINs

The PIN field has been increased to accept up to 50 characters.

18
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Redundancy

Redundancy tasks have been split out of the Task Status into their own tab.

As part of redundancy, stages will detect and report when SQL server clocks are out of sync with
each other. ClockSync has been added to the Redundancy tab in the Task Status window for all

redundant servers.

Maps
A stages™ Option has been added to select the Map Web Page as either Google Maps or
Mapquest. This will affect when stages opens a map in a new window. Any Map features within

stages™ (Alarm Map, Storm Queue, Breadcrumbs... etc) will continue to use Google Maps.

Device Test Setup

The default duration for Test/Runaway Category is now entered in hh:mm format. Existing
categories will be automatically updated to the new format.

In Contact Setup | Authority Items, a code word/contact pin can be limited for how far in the

future a Device Test can be started using the Max Scheduled Test Start Time (Minutes) field.
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